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e AR3z#Fvacuum full, copy, gds, REINDEX TABLE/
DATABASE, H{TRI=BEIFRBGSI.

o TZ#jUpsert. Merge into. HOT UPDATE,
max_datanode_for_plan ( PBEREZT ) . iBiE4.
cluster. for update/share/nowait/skip locked<t&
®,

o ARxzffstart withFEFRESMHIEE,

o HBXIF27% (BIERSIEBINDHEE) -

o Hth#Uh A4 Ehashs3 . UBTree. LP/FQS. EHiEZXR
5l

current of
curson&ix

XF5

current of cursor i&i&Sz#Forder by,
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SQL PATCHSEE: =& IFERAIDML,

2. OUuttRHEFHINEESEE: IFHHEOUutESEAYFunction
RIRIEINRAR, BERIFEERERIAJout2 IR
[E], BP a = func(b) bIout=#L,

VaKiE= % AbUS

DI AT EAE:

1. &IEHIESQLAIE—ELLHILARS, 5]&CANCEL{RIFE
1’EO

2. R HAAERENSQLEARITEIRIIAIEHE,
B RIESQLEMIEESQLEXIEEHIT.

DI
SQL PATCH

2 ILZHESQL PATCH,

£95RPRI

1. AZHECN[EISQL PATCHIRIERIE .

2. ASZ3EDNLRSQL PATCH,

3. C(NFERET = T A&lightproxyitXIaNR ek

SQLpatchUiB AR = N ABIfgsitxl, SQL
PATCH4ER .

4. SQL PATCHEIES fr Uit KIRIRE S MASFO = RihintAY
AR
5. AZFEDNSQL PATCH, H%HliAR MIREFHITIE
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HTFRERTORAR, SIRMHRIERSS.
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1. DDLIEAIEIFFISEIRiEhs,

2. STHFREFEHEMIMICPU, RFFIRETE, H
PREMRETSEIFERECUCESE, HiEBIRE
RIGUCERY, NI=sabEIW=E,
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E, fe&mAKanalyzeHYEHE
c. IRHBEENAINDVIGITERIL, EHEHSTINDVIG
THERERS.
2. hint SZIFEEY E:
a. SR
b. bitmap scan,
c. & Query Block A9hintZ,

1. #5Plan TraceIlfige: SSEREM Query Plan BULERIT
2,

X375 EEMRSER o
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5|, global indexflocal index ) .

2. Z¥FUstorefE & BIEEFIEREZRS| (@I ERSI,
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PEREMIAE

o JIFHELDMLMBESHAKT10%
o RITHFELRS|FERIEML
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UstoreDFX
FOELfbAFE
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FEIRUstorefFETIFHZ R

1. DFXBES#M%. DMLFOredo/undoifiBniiatgss
2. VACUUM FULL,

3. UNDOMETARBHMEEEINRINF I ERFER

4, FSCEEMITRIB M IEREMAL o
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SRF,

FIEREFE.

AGGTUAL

INNER UNIQUEffAL -

FERBEF M

Parser{fi{t .

printtupffift

BESHEREIL .

9. R5|HmEFMI.

108184 -

N F&EIMK-

12 E Rt B FRIEHER .

13.&5{1k.

HitE FI4EeRT: TPCHiRZ IR ERER 2 BIEF20%,
HATPCHIRZ Fill2FH40% ( BIF2XRITFMEF. X

®. REEF) .
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RN TMHEMH:

1. SEHIMYSQLEUERE S XREFDEERIFRS . RANGE
2 XiEE/HASHD XIEE/LISTR XIE X

2. IEHEREIRIENETIEESEERING .

3. EhcMySQLEURFEEMFIRTR/ENXIEE

4. ij%schemaé&\ =R NRREEAFAFENHFR
I8

5. reate/alter/drop eventiEEZ &M .

6. SCHselect intolIEZA .

7. ScHjlset transactionfJiEiER, BEIREREKAIFIA
EYEIES

SIFINTER D MAEX:

1. EE/IRZIFGROUP_CONCATEE]

2. YHEESIEPETetiRBAREENTE.,

3. set2BEEEE,
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EZS 1. BHARLEHEE.

2. WIER S R BAMITIEL, SHSEIMTEERITER,
3. BEHESETHS: CES/HFEE, HMERE

SEEGE AT TIRE
4. 35¥5)DBCEFISIRE] .
(A5 EZ ARSI

SBIEMRIDEE | 1. BIESHITIEOHR 5t

730052 a. PERESERIRE,

b. EEDNE—FESHRF.
c. FA—=FZAERDNEARARERFE.
%R (NEZHEGTM Lite, RZHEGTM Free,
2. 1RULZIERRRDEREE -
a. BERIEXRE (M/s) .
b. BEZEURE (M/s)
c. BEBERE (M/s) .
L95R: EIXIHITRRRS, RIREBMREVIHITHEID MRS
ME .
3. XS HHXIBIEMIS, DRSUEIEWEERBNENS
DN TIZIERRIBTEY BRI
4. BN AESEEBR:
a. RAESBITH.
b. KESMH (#BIF40961THIESHE )
5. %Jéi%—ﬁ\/t\ﬂﬁkiﬁ%\, gelt N TR SR E RS

§iE:
a. EEEITEIRFWALENEE, ASMETIRITER
FE o
b. FTHRIDIEMRMEINRI WAL EEL; &/FH1T
RIEOBEER
6. 1B4ERRFB300M/sTHEEEMAL o
a. EURNEEIEREMIL

b. EHEslotfEAIMREM
c. BUFHTEIRMEREMRL .
d. SEHEslotiRiEtREMIL .
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b. Ranges X#EEx A A4 R1651,

. RIHDXZHFRLHS G ( Range/List/Hashf&#R

RLH) :
a. RLH>XZFESZ#FList/Range/Hash3 %0 -
b. List/RangeXZIFH=HD .

. PXIEXEENTE:

a. List/—Zxp Xsz#Fsplit/mergeIige.
b. list/hash/—#k4Xcreate table likeIHgE,
4R HHIA=EAZIFE S XDDL/DMLAYH % .

- D RERMEREF SR

a. PXFRISIH=MERERLLIBMRAIET30%,
b. 73 XIZTUAEEY/FREBIRANAL -
37 F5 EEMRER

2 PRtk
ahiE | ERER | A
PXZEIPRE | 1. List/RangeziFBFHIHX:
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ERXFUE . RFRRH . SHREIMERFAIE1671NFF
AIn:

a. REEREL: 391,

b. RFEME: 1249,

c BRE: 41,

DSz IFGoIR A .

& #Edblink,
PIVOT/UNPIVOTXZ ¥
HEExmIBERE R XIEO .
LAz iFpackage
FERFNS T rownumz#F .
ZIEFXMLDOMII TR 114MEO:
XMLDOM.GETFIRSTCHILD,
XMLDOM.ITEM,
XMLDOM.DOMNODE,
XMLDOM.MAKEELEMENT,
XMLDOM.GETCHILDNODES,
XMLDOM.DOMNODELIST,
XMLDOM.GETNODEVALUE,
XMLDOM.GETLENGTH,
XMLDOM.GETNODENAME,
j. XMLDOM.GETELEMENTSBYTAGNAME ,
k. XMLDOM.GETTAGNAME,

. XMLPARSER.NEWPARSER,
tableoft&is:

a. XiFarrayirEtableof,

b. S/ IFtableof,
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DFX3Z#5 a. WDR SnapshotiB AT MG HEHNT, RS
WDR snapshotB9Z{AH1T .
b. vacuumidFZHESEWDR snapshotk M.
c. WDR snapshotfZi&REE8X .
2. {4¢XWDR report:
a. fRRWDR report&EpLIS/agR ,
b. WDRIREHELEN
c. WDR ObjectHfF3ZiFEZ4EE (dead tuple/live
tuple/vacuum/analyze/f3¥&81755) o
3. EBhanaILAE EsessionIR BEHIGUCESEYEO . Bid
ZiEOA L EAZIZ session_EALERYsearch_pathZs
GUCE#,
4. WDRIRESZIFEHIE,
5. IFLORBIFULL SQLEESEEITE!
Fi5Global | EFEFEIRRNHZERE, BREMEIEESERIA
PLSQL FPER0E8E, XM AEPLSQL SessionZRkBIRIEFHIT
Cagh\eﬁﬁ% 7ie:
FETEN | 1. Global PLSQL Cache: FifgSessiontt=PLSQLLEIEH
Fef AR, SEPTRAIRTILR .
2. IEET RN FINEET mRISUREA R T
1, BEENMRFTYNIREER.
23 E B IRSLEA
ODBCX#F | ODBC3z#3DBCHiStatement PoollfRE, iFEGplanE
GPlanEMA | B, EFSQL4EE.
ég‘ﬁ‘iiﬁ)ﬁ ST 2B EIRET RIREN
gﬁmoﬁﬁ 1. HEIBENHEAEXBIOWIT /50
2. L EEIHEEIAZIOWIT/s,
3. X#Fupdatellfifitsk.
4. TIEHISESAETE,
5. ZIFIRSBImNIREZEREL
6. TIHFCMKZ4EEH .
7. JDBCZHEaEi9% .
2. GOIESIRMZIFEES,
FRREEN | BRRBVCITRE 7 seEFmEE AR TEEIVLHIR
HIAIRE | %I, LRTORIZEI.
RTO
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BEWEITTAPYE, NIRPIIAFPHITAIRESQL
BEICEHEITAEE. JLIEENEERIGEHITEE
BHit, MENSERIBOEPEERTEHEIT.
2. TEREFIREEEEFITAX: EGUCEH
no_audit_clientBie EXHICREITIIERiRdIE, X
IBEMNEFIRAPPRIP (flgNcm_agent@127.0.0.1)
RNMes=HIitEE.
3. IIFINKERENEFARIABICRHITHE: IX
RSN ERFREARICRHEITEE.
roachfB{ | roachfBZIFLEimAEST,, 5la0ssl/kerberos&Eg e
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CVE-2023-29469
CVE-2023-28484
CVE-2021-28235
CVE-2023-27538
CVE-2023-27536
CVE-2023-27535
CVE-2023-27534
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464
CVE-2023-27533
CVE-2023-23931
CVE-2023-23915
CVE-2023-23914
CVE-2023-23916
CVE-2022-4304
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2022-42898
CVE-2022-43552
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CVE-2022-40304
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CVE-2022-27782
CVE-2022-27781
CVE-2021-22570
CVE-2022-29824
CVE-2022-1292

CVE-2022-27775
CVE-2022-27774
CVE-2022-27776
CVE-2022-22576
CVE-2021-3520

CVE-2021-37750

% 2-7 3.103 ( BREEhRA )

Adia) KRB A
23.3 WDRIREH | WORIRESIEEBEIBIRIL: 1ZSQLER AT IIFERTHERRAY
e TOP SQL., &% HFIWDRIREAItop SQL, EFE£=SQL
1 NNavgEERIHERE
TIFELN | T EEETIFELER, RgEfrzmlszizis. R
RN EDNE]M}JEFEUET THEREAEE, :FJZ/J\XJ‘JLAz
E;u o
FULL SQL | 1. #¥3Z#FFull SQL{FER.
%ﬁ%gﬁg 2. AI;L;ll SQLIEIMEAHKwait eventsFERTFLT o
/Djﬁwalt Iﬂﬁbﬂﬁi-
eventsfERd | 1. E|HFull SQLIGHIFERIR -
Ziit 2. Full SQL LOZZRBIZEiTWait EventsiERT, Fri&Wait
Events{tiB£03% LA HEREIREE o
gsql. gsql. gsloaderFEXZIFic &R, MRS IAEANS
gsloader® | MEHE
g*fﬁﬂgﬁk HBRTIRESINE .
2. FRIRZIFEI®RE,
Eﬁ@ULf% ZIGIHERIEE, SIFEMEIEZSIFSITHER:
SIFITER | 1. mrEaRs It S
2. BAZIFEIHEEREN
3. BRRHEBAS TR IEFEIROM
BITIFE | 58 HLQ{ BESD, >I—¢é|ﬁum{ﬁV"EE’JS‘A’EMEMﬁ%U
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BB | IFRLOIPHNEBETRK, SHFEMIRE . HEHLFEX
HMESDIK | BIBSRIFR, (XABTFSQLIFRFNINAEELE
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BARRHE . MFREAZRNR, CRAILEEEEHSALE
fa, EERIHE > HFETR, EXFEARENHE,

IhaELER :

1. ANZIFERIRLAI

2. FZEISEFRE,

3. E?i%ﬂ%'tiﬂ%&&%%ﬁ‘éﬁ ( RTOIEFRTGIER
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4. AZIFEhINRe, SIFERRTFTaE8R. ¥Ea. #
& METEE,

5. FzHFMERE. EAOKR. BEEIANSEINL.

6. AEERER I SRR IIAIE K,
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SQLFEEM | SQLFESMHigE:
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B8 1. STHESRE:

UTL_FILE.FILE_TYPE,

DBMS_SQL.VARIABLE_VALUE,

UTL_FILE.FGETATTR,

DBMS_LOB.READ,

DBE_LOB,

DBE_SQL,

DBE_FILE,

DBE_RAW,

DBE_UTILITY,

2. BiAESHERBIENE.

3. FETEmFREMEE:
a. WIFTEMEE,
b. MEMRIKMAREE, IKBIRIZIFERE,

4. TIFEENZER:
a. Array,
b. Tableof,
c. TableofIndex,
d. EARTEENEERASHER.

5. FMETITRFRE33M:
TO_CHAR, SYSDATE, TO_NUMBER, UPPER,
CHR, SYS_CONTEXT, TO_DATE, INSTRB, LPAD.
ROUND, CAST, TRIM, SUM, ADD_MONTHS,
LAST_DAY, MOD, LOWER, RTRIM,
MONTHS_BETWEEN, TRUNC, RPAD, LEAST,
GREATEST , REGEXP_SUBSTR, LTRIM,
TRANSLATE, TREAT, EMPTY_CLOB, USER,
REGEXP_REPLACE, AVG, NVL2,
REGEXP_COUNT,

6. FMESIFTRFNE:
ALL_ARGUMENTS, ALL_IND_PARTITIONS,
ALL_IND_SUBPARTITIONS, ALL_INDEXES,
ALL_OBIJECTS, ALL_SOURCE,
ALL_TAB_COLUMNS, ALL_TAB_PARTITIONS,
ALL_TABLES, DBA_ARGUMENTS,
DBA_CONS_COLUMNS, DBA_CONSTRAINTS,
DBA_DEPENDENCIES, DBA_DIRECTORIES,
DBA_HIST_SNAPSHOT, DBA_HIST_SQL_PLAN,
DBA_HIST_SQLSTAT, DBA_HIST_SQLTEXT,
DBA_IND_COLUMNS, DBA_IND_EXPRESSIONS,
DBA_IND_PARTITIONS,
DBA_IND_SUBPARTITIONS, DBA_OBJECTS,
DBA_PROCEDURES, DBA_SCHEDULER_JOBS,
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DBA_SCHEDULER_PROGRAMS,
DBA_SCHEDULER_RUNNING_JOBS,
DBA_SEGMENTS, DBA_SOURCE,
DBA_TAB_COLS, DBA_TAB_COLUMNS,
DBA_TAB_PARTITIONS, DBA_TABLES,
DBA_TRIGGERS, DBA_TYPE_ATTRS, GV
$INSTANCE, GV$SESSION, PLAN_TABLE,
USER_JOBS, USER_OBIJECTS,
USER_PROCEDURES, USER_TABLES, V
$INSTANCE, V$MYSTAT, V$SESSION,
ALL_DEPENDENCTES,

7. FEIRE. RFouthS1gnE:
a. FREUR[E{ES #EFreturn recordZ£8Y
b. TIFEFEINME+outSHIFEIIZRAAH
8. IFiEIIZREIRT:
a. FEEIEEAETZE (forfERMRE, BIR10WR,
{540 for i in 1 .. 100000 loop ) %,
b. Bia%53 (101 package, BNMEF101MTE, A
EB10W)X)

9. commit+exceptiong8effift: FXFCommit +
ExceptionE’\Jiﬁ%EL% eI TN, X
EXCEPTIONTEXRIRIRERAITIN , IEFHIERE.
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BirSIRE
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o IRMHEI—HIE, SIENRILREFIZREE, £iRER
1RIE,

o SERFISHX O ENW SNBSS, FZIFE
NBEE, WSIHasENL,

. Igtﬂiﬁs BNHESFEELR, STRWESR
tH, FRWSER.

o SNIEIS (SMEAE) , BEBFGQLS, 2318
WESiRE, BEUSSIL.

o THREESEENTRELEE, BEUSEL,

o BNRUSSHVENRIO, ERTOBIIEEE,
BEUR S MIRHEIRAIRN .

o SRIDDLEMIAS, REUEOMLISE, EEEH
dARF—5, WA—BELSMEHENELS
N
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2. THEFEIZIE. REL. Package,
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REREFt 1. 1&fcseqscanBEFFIPIEFRIMAL -
2. WFMBEERILLTEEE,
FEREL 17?_ FCodegenpEIIZRMAR: BAIAFFECodegen, &g
X THREEEE SRS Codegen, RIAERE FEAIEEIAAR
Codegen 2,
ﬁjﬂﬁ%%ﬁm AL, BRI aEHIET:
EES e 1. cplan/gplani&sZ {1k .
2. coalesceiEFRMEMI -
3. nestloop/merge join EB A=A -
4. semi/anti joinﬁ{ﬁ{jﬁﬂjo
12§?TEERH& 27 u )
DREHE | SREFREDRMN:
S o EEBUHSIFESXDML/DDLIFL .
o PDREFARNZIFHT/EEHZ,
o TP XEIEINESEHIZR,
o FiEMergeSortEiflitLl.
MySQLERIE | MySQUEBEEE A, AMySQUERE R A EH]
FEiAES | EO.
(E3i-Ei: DELETERNUPDATESES$50ORDER BYFILIMITIAAE
PythondEzf] | pythondEZNziSFZIP, WS EEERETIESEESE
XIFZIP EE.
PITREENIG | PITRIZSE:
= o ENHBACTM-LTEBX FTRNBRABRESHR, &
{EPITRIT S sRAIMERES 1L o
o TEIERFEMIERIBIR T, PITRITSASZENT,
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TIRHIER | BiEREsL LS
RS 1. SHEIESHIRE, TTRRRSIEMIS/ARR D
2. &ipiTiet, RERIRATEES, FENEHR
2,
SETHIR | SBSRIBEISCCMINEAIE
[RESOM |1, BT EPREIRME.
e | 2. SOHSGCMINERILLSER .
2958
{N3z3#%gsql/IDBCE Fif .
TREZ | 1. DEESSSLNZGE, ¥MEEETEERE%, TP
SSLA % SRS HaEETHERESEE,
SHA256[4 295K R7#FgsqlEFim .
R 2. SHESHA2S6IAETY, HE EMIEEERETES
(RIS SRS T SHA 256 I8 T TR E K .
SrESANYAY | AnyIRIRETR, SERSLUT SIS 2RPAN YIRS
PREHE e ALTER ANY TYPE. DROP ANY TYPE,
e ALTER ANY SEQUENCE. DROP ANY SEQUENCE.
SELECT ANY SEQUENCE,
e ALTER ANY INDEX. DROP ANY INDEX,
o CREATE ANY TRIGGER. ALTER ANY TRIGGER.
DROP ANY TRIGGER,
o CREATE ANY SYNONYM. DROP ANY SYNONYM,
SUHIEE | SYUMEEREE, E5MAE (TPCURE ) Sib<5%,
BEEYE | RBRMIEEFRERAR2 ,
ABOff 22 ABOﬁtHS“ TEATIEIGS:
35 . EREEHGT TMSSSEE AR RS
7,
2. BUTIHRIEERISE: SitREEHEIEREE,
%Wf%:
WEEEH (I AR SiHESEAILR (A
BRI RIREREF 1, 48 Trd:I-SO%) o
2. BATHRIEERISE: BANFSHRIBERIER X,
ETREE | BTSEERHIET: SXHEEMIESQL, TEENER
HRET | RRTTRIEE.
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CVE-2022-27776
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